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Abstract: To address the limitations of existing insider user behavior anomaly detection methods, including weak spatio-
temporal correlation representation, difficulty in identifying stealthy anomalous behaviors, and poor robustness to normal
business fluctuations, a graph masked contrastive learning method named TGMC for insider user behavior anomaly de-
tection was proposed. Firstly, multi-source heterogeneous logs were organized into a sequence of heterogeneous graphs
using time windows to characterize interaction relationships between users and business resource entities. Then, a hybrid
encoder composed of a graph attention network and a gated recurrent unit was designed to extract spatial topological fea-
tures and temporal evolution features, respectively, enabling deep coupling across spatiotemporal dimensions. A masked
reconstruction mechanism was introduced to recover the features and edge structures of masked nodes from the neighbor-
hood context, mining neighborhood correlation patterns to enhance the detection capability for stealthy anomalous behav-
iors. Finally, a multi-view contrastive learning mechanism was devised: by constructing augmented views, it enforced se-
mantic consistency of the same user’s representations across views while enlarging the representation distance between
different users, thereby learning stable behavior representations and improving recognition robustness. Experiments on
the CERT r4.2 and CERT r5.2 datasets demonstrate that, compared with baseline methods, TGMC improves true positive
rate (TPR) by 3.59% and 1.59%, and reduces FPR by 5.45% and 2.49%.
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Hrh, € NERIETE RN
WEBR  HR¥E GAT Y Lipschitz &4, % 4%
I 2 ¢ (023 16 4 T Hh PR 20T
IAZ]| ¢ < Loar - (IAXI]p + C4llAA]l ) <
Loar(ex + Cuey) (20)
100 = Low(ex+ Cue, ) M3 GRU i 45 £
FM, WSS AR,  FIAZ A
IAH || < plAH, _ ||| + LorollAZ)| <

|H, — Hyl|; <

PIAH, || ¢ + Lggyd (21)
¢ B ZI P NP0 T 20 52 W 32 /0N p” s

Je It i HE AT RN AT 15 -
r Leru(1-p") L
AH ||, <L Ty =29 g TR
IAH || ¢ GRUtZip 1-p 1-p
(22)

K6 = Loar(ex + Cpe ) RN (22)AI75

LGAT :

1 -
Horp, AZEAXC AR w2 K ish, A%
AT N NIRENZ Lipschitz 4% 4% AT 7 365 1)
FRGE, DI R PO T AR e . UEEE.
SI3B 2 & 2 A0 B0 Bl 3 o () AR5 A0E T8 i R N
P ZFNq, JihEE Lipschitz 7 BN L. 3
WHREM e { 0,1}V ‘AN u R, BE, Mk
GARPEAE R A, U 55 B RN 1 SR P B (1 1 2
ZW R«
B[PV = PO < L{ /2, Xl + C.fq JAIl ) 24)
sofr, POREERR, PR R
SERR RHERHR X = XOM, Hil, O %
INBITCLE A . BT MR ST E ML F AR,
EE[MI.]} =1-p,, HJensen NG5 :

E[IIX - X ] < JE[IX - X12] = /p,, IXII+ 25)

Ffohtt, BEALINIL T EAI LRI BN AL -

- L
|H, — Hl|; < pW%@+Qa)(B)

E[|l4 - Alls | < /g i1l ¢ (26)
FH 4 AL 2% Lipschitz S 4L 14 I 45 .
E[IIPY - POl ] < L{IAX]|; + Clla4]| ) =
L(E[|X - X, ]+ C,E[ 14 - 4, ]) <
L{ /P X5+ Coq Al ) 27)

oo, AR A L P SR O ST
P, R AT N B A I 2 ) 3R B
V. St HARRICUR, BURTE [p, R /g B
B TR R TR R . .

15130 1 F13 2 AT, TGMC %7 P 2 b
N S5 S5 R T, LRI e et
FRsh R AREER. I, R E S SRALELE bR
Th T R B2k 5 R A L I R R e b
S TGMC H i Fe PR AL B 3 4

3 KWSEERD

3.1 XWgE

7K SC#E CERT r4.2 Fl CERT 15.20341 /3 7 #4542
AT SN . CERT #0442 B~ Mg B X 22 1
TREF TR, BRI IR ST I P AT N
H&, ERE AT R 82 M .
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CERT r4.2 1 CERT r5.2 [ LB AS [7], 49 3] 455 40
A 1000 4 F12 000 % i3 THIAF], #EE SR/
W BT EE . W&EE. XA A
HTTP ¥ % 5 FhiG s (1) H B S0k, R OB A P
AL VT 1] Ab A7 il b AR S R R b 3
CERT r4.2 £9.45 3 M i 7 s b 19 70 B H
A 32770 222 M), Hod 7 323 4N EE S
CERT r5.2 3405 79 856 669 AMi& 5, Hirb10 3284
FEEE . BIREGIHE B R 2 PR,

=2 HIRESGIHER
e VNI 1Y =1V S N
CERT r4.2 930 70 32 762 899 7323

CERT r5.2 1901 99 79 846 371 10328

S 56 4 /4 35 55 9 NVIDIA RTX 4090 GPU, iz
47T Ubuntu 22.04 R %¢; AFI 5N Python 3.12.
PyTorch HE42 Ll & CUDA 12.1. TGMC J5 V% {1 5256
SRR 3 PR,

&3 A

ZH ZHLY] BUE
optimizer LA Adam
learning rate Sk 0.005

epochs KE K 100

dropout ERE 0.3

hidden_dim [SV:05%145 64

dp ERUES 0.3

Y HERD & 0.2

3.2 B4k

JFAl TGMC RS B, A SCK TGMC 5 6
P25 7V HEAT EL 8 . RININ 38 i 796 30 465 440 47l 4%
FUAT NP FI I P A8 ¢ & Transformer 2 T H
R I AT A DeepLog!'F| F LSTM
M F G B &5 2] 0E 5 AT R ORI R
BSTUOIGh & FH FAT NP HI 5 R SCRRE AT 47 N T
s FMLPEOLR F 8 I8 48 55 1) MLP 2284 % 47 07 51
A LANB2UE I [ 3E B4R 2 3] s B s i F P
SEAT R
3.3 fhiERR

FVEAL TGMC B PERE, A4 B8 AUC,

TPR. fRFHMEZ (FPR) F#EM % (Accuracy) fF
N VAL R AR 55 TR VAl FR AR . AUC AR 32k
# LAEHFAE #l 28 (receiver operating characteristic
curve, ROC) HIEALIRNR, XF 25 73 A7 A - i
FA AR, RERE PPl B HY £ B iy A~ 7 HH s
R ZREVERE . TPR FELHE S ASE 0T A 358 Fl e Ao
HEET), RIS A% O R PR 2 —. FPR
AT DUAR B 3 VP A 45 28R T 55 E540 V3 28 D g b ) F
B, BRI RYEAT NHIRIREE R . FIRPPAl 4
ANIRE G S v ISF

1
AUC = | TPR(FPR)d(FPR) (28)
0
TP
TPR=Tp 4 FN )
FP
FPR = 5p 1 (39)

TP + TN
Aceuracy = 5 TN FN + FP 3D

3.4 MEEXTEE

TGMC R L Tk I RE X b iR 4 frs . B
SEEG 45 AT %1, TGMC 7E CERT r4.2 %4 5 F 1)
AUC MIFPR 4374 0.942 8 #10.086 6, £ CERT r5.2
4 45 i AUC A1 EPR 43 5] 4 0.946 5 F10.061 8.
HH AR IELL 7ML, TGMC 23 T # = TPR,
A ISR T FHO P R AT AR S0 e

%*=4 TGMC ME L7 AR REXTEE

R R WARES AUC TPR FPR
RNN 0.752 1 0.693 4 03622
Transformer 0.798 1 0.719 5 0.279 9
DeepLog!? 0.746 9 0.7152 0.376 7
CERT 4.2 BST! 0.6777 0.655 4 0.345 1
FMLPE" 0.8526 0.798 3 0.202 7
LANG? 0.936 9 0.8875 0.141 1
TGMC 0.942 8 0.925 4 0.086 6
RNN 0.864 1 0.828 6 0.236 1
Transformer 0.862 8 0.762 1 0.198 5
DeepLog!'? 0.8549 0.776 7 0.2336
CERT 5.2 BST! 0.816 2 0.7417 0.230 1
FMLPEY 0.843 5 0.8757 0.288 9
LANB2 0.9439 0.881 4 0.086 7
TGMC 0.946 5 0.8973 0.061 8
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RNN. Transformer. DeepLog P\ & BST %54 F
J7 0 (¥ 75 3 32 LA 2 6 H 761D B ) A 360 1 a3k AT 2
B, M2 F, TGMC ] AUC £ 7+ T 8.2%~
26.5%, FPR &2 (%A% . FMLP & i S 15 g ik 44 o
MLP ¥ 7 % @ Bife /1, £ CERT r5.2 L) TPR A
0.875 7, {HH: FPR ik 0.288 9. X L&y ik 20 5
IR B2 1, SRR A AT N
R A DA IX 7 RAEAL 508 AT, 6 M s i
B, BHPERR. 2T, LAN#@EE¥H
ENALRE SNBSS G R, SRAINT AR,
HAEWAEIE4E E ) AUC B85 0.93, {HAEAEE
YR 5 SCREAE R D A 2 . 5 LAN A T,
TGMC 7E N 04 5 18 TPR 43 53 T+ T £93.8%
H11.6%, FPR7;7IBEAR T 295.4% M12.5%. XK
TGMC @i 51 A\ B rs @ ML S5 X e 5, MY
Ae A MRS P06, 1B RE NP3l 1 46 44 b E A
DRIZIEERITE L, T HE 581 SRR I i

25 LFTIR, TGMC RS 58 A 2k il & 1) 1 3h
SRR IME R, TECRIE mAS 2R 10 [R] I 5 3 A
AR A, AT LE PR A P AT D S i R DA 25 e B
H R U S S H R
3.5 W@BE¥sw

N3 BT R IR 6} 3R 2 B AR B ) S R
PEREMI R, ATTHESE AR (dp). FEEZE ()
&I (o HATMEHRLE. B4R T
TGMC f£ CERT r4.2 Bk L AR S H I E TH
AUC. TPR M Accuracy.

W 4a) o, 240 b 48 5 AL ) o dp 38 2
0.3Ff, AUCFITPRIA (. XKLk
RPN LS S A2, R mdp J5IEE S
BlRE S R 1 R E AR I LA

W 4b) s, 2y M0 BEInE] 0.2 1, AUC
I BOEET BT X RWVBARK y S E B E

RERE, FEmAL I B AR R AR R IE . Sy It
0.2, HRMERE T M. KRNy KL
BRI NEH, SR BRI Z, MM RS
REFEAK.

W 4C) TR, BN Ir & S EHER R L4,
B I (3G K, MRS RE BT, 21 51073
W, ZEE AR RAE. I dkEE K, AUCHITPR
B, U IR I 2 AR E R A E H AR AR
eAiohyINEiRG

SEEGEE R, A A Ir = 5%107, y=0.2
DL K dp = 0.3 W& ik B rERe

K5 R TAFSEEE T FPR 70 4. [ 5E
Ho—ANS800ME, g H A 25000 B o 7Y 14 e
sz, ST LLE H, RIEE 4TS S5
Bi &, X5 ) FPRAE N 0.088 6, AH Eb Hoth 2 % fid
BT RAREH
3.6 HRRSCLG

NiE— P IOIE & MR R AR, AR5
HETGMC J7 V150l B kAT Y M SE a6 . % s a3 22
IOAERT AL P A E e DL R 2 A0 BT bl iR 3 A
o0 A AR PR e B2 IR . BRI, 7R VH R SRS
W, R SE ) TGMC 77 15 5 B bR 7 K8 (wio
temporal) . BRI EH (w/o masking) FIH R
XTECHG 98 (w/o CL) 3 i A7 e o A I R0 SR %f
b, ZRwES s,

R BRI e HLAI T, AR T A A HHE AR
AUC I TPR ¥ HH L T %, HFPR b . X R L
WA FR S BIR S LV X 2 RS 7 5 RIEAT N
A, BT A AT A NS R SR
e BA LB, F DL H] S SO R e B
NB&, £ CERT r4.2 I AUC H10.942 8 f% % 0.621 5,
H FPR KWE N, 7ECERT r5.2 EtH I —8 i
o IX BT E AL I R 45 R RIS R B R

1.0 1.0 1.0 -
A N LA .
0.9 W 09/0—o —®—9 o 0.9t
0.8} 0.8} 0.8}
o 1
@0.7- T 07} T o7t
—A— AUC —A— AUC —A— AUC
0.6} TPR 0.6} TPR 0.6} TPR
—— Accuracy —@— Accuracy —— Accuracy
0.5L ; : : : 0.5 ; : : : 0.5 : : : :
0.10 0.5 020 025 030 0.10 0.5 020 025 030 110 5x104 1x10° 5x10° 1x10°
dp y Ir
() L= (OFREES () ¥

K4 TGMCEAFBSHE T HTERE
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= -0.5 o 0.5 =)
g (UATRNIVAYE 0.095 1| 0.0914 | 0.1116 ; (USRS 0.265 3 | 0.102 4| 0.100 5| 0.091 7 ; 0.08830.100 5 0.074 4/ 0.111 5
0.14
'IQf (USYEXQORISUEN 0.080 1 0.1080 | 0.1063 0.4 2 (SR Y508 0.092 2 |0.158 6| 0.090 0 0.4 2
S S . S
# ¥ ¥
E&g (EPONQREERE 0.162 4| 0.0886 | 0.0782 03 R 8 0.5202/0.426 6 | 0.383 6 PXECRINNL ) 03 R S 0.089 3| 0. 0-12
= % %
g 0.517 0/0.463 3 0.1028 | 0.0876 0.2 g 05199 0.1108 1 0.106 0| 0.081 7 02 g‘ 0.10
9" 515 & 4 2 % 0 5 %
S [USIRRJ(ETPA 0.169 2| 0.1073 | 0.1009 01 s (ORPNQXZSBE 0.162 4| 0.088 6| 0.078 2 0.1 s 0.0914 0.108 0 0.088 6 0.102 8 0.107 3 0.08
1x107* 5%107* 1x1073 5x1073 1x1072 1x107* 5%107* 1x107 5x107 1x1072 0.10 0.15 020 0.30 0.40
HEER R WAL R
(a) B A0.3 (b) HEAL A H0.2 (c) 23 H5x107
K5 TGMCTEAFESEC T A FPRAE
e TGMC 75 7% Hr I REXTEE
Hodm Tr i AUC TPR FPR ACC
w/o temporal 0.810 4 0.7351 0.1212 0.878 5
w/o masking 0.621 5 0.681 6 0.4727 0.5279
CERT r4.2
w/o CL 0.924 7 0.906 7 0.109 5 0.890 5
TGMC 0.942 8 0.925 4 0.086 6 09115
w/o temporal 0.923 3 0.762 2 0.086 7 09130
w/0 masking 0.720 5 0.773 3 0.500 1 0.500 6
CERT 15.2
w/o CL 0.767 7 0.502 7 0.1313 0.868 0
TGMC 0.946 5 0.897 3 0.061 8 0.938 2

SCHEWTT RE S, FRAR T A AU R AR RRAE (03 BE AR
T NI T A o X L 8 el = VB =
CERT 5.2 I [) AUC T [%%50.18, TPR 1 K1 [#
Ko IX BT Ll 25 S0 560 A O a8 i A B TR () 3R —
QAN E T =T [ NP S SN S
i, TGMCTE AR EE 111 & B AR5 T Fofth
Jiik

HNE MG BT &AL R E R 2, R H
TSNE £ AR 73 5l % TGMC # 7Y 5 2 [ i 5 AL il
(TGMC-temporal) . E#Ef3H#E & (TGMC-masking)
A2 A0 e 3E s AL (TGMC-CL) 715 R m
BEAT AR, SR 6 frr, HA R A
FoRIEEHEAR, =MERRTEREAR,

X TGMC, IE#AT S R HEAT NAEIRYEIRA
2% [A] S BV BT 00 2 B A5 A, R RE AT AR
B Al XA k. 2R, HAh kil itk
SRPRENASIEEFAAAEES, REHEARD
A B A B LI AR, IS TR TR tof B A e 7 A
JR BRI PLBh FBUREIE n. IX SRR . R E
A2 A BN L 3G s AL A B TR M2 5 B

SRR A RIS LR, RS AT NIRRT
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FERA T RN N ERREESETHNE
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4 ZEFRIB

AL P P AT DA i R S AR
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ALE, E LD IR, 42 AR R
R A MM, A RGR 2R 2 R IE O 2 T 1 B
FEEAT N Wit Z W EXT LG sR L], dE 2R
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